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First PC Virus (1986) 
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First Computer Virus 
in the Wild (1982) 
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Mac Viruses 

 nVir (1987) 

 Frankie (1987) 

 MacMag (1987) 

 Scores (1988) 

 INIT29 (1988) 

 ANTI-A (1989) 

 WDEF (1989) 

 ZUC (1990) 

 MDEF (1990) 

 CDEF (1990) 

 Merry Xmas (1991) 

 Threetunes (1991) 

 MBDF (1992) 

 and more 
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Reference: 

Ferrer, Methusela (2009) ‘A closer Look at Mac OS X Threats’, VB2009 



“Apple Macintosh was 
commonly associated with 
viruses three decades ago 
while viruses were not a 
problem for PCs at the 

time.” 
 

Ferrer, Methusela (2009) 
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Get a Mac Campaign 
(2006 – 2009) 
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OS X Malwares 

 Amphimix / MP3Concept (2004) 

 Often considered the first OS X malware 

 Uses PEF – a pre OS X file format  

 Leap (2006) 

 First OS X virus / worm 

 Inqtana (2006) 

 First Bluetooth worm for non-mobile devices 

 Macarena (2006) 

 First ‘true’ OS X virus / parasitic file infector 

8 



DNSChanger 

 Also known as RSPlug and Jahlav 

 Spreads by masquerading as codecs required to play 
videos in pornographic websites 

 Affiliated with Rove Digital 
 Taken down by FBI’s Operation Ghost Click in 2011 

 Very active from 2007 to 2009 
 File Quarantine feature introduced to OS X Leopard 

in October 2007 
 XProtect introduced in OS X Snow Leopard on 

August 2009 
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File Quarantine 
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File Quarantine 
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XProtect 

12 



XProtect 
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Application Bundle 
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Application Bundle 
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Information Property 
List File 
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Mach-O (Mach object) 

 The executable binary used in OS X 

 Architecture specific (e.g. PowerPC or Intel; 32-bit or 
64-bit) 

 Multiple Mach objects can be grouped into a single 
Universal Binary 

 Documented in Apple Developer References: 

 https://developer.apple.com/library/mac/documentati
on/DeveloperTools/Conceptual/MachORuntime/ 
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otool 
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Installer Packages 

 Metapackage (.mpkg): a collection of packages 

 Package (.pkg): a collection of files 

 Prior to OS X 10.5: resides in a folder 

 OS X 10.5 and up: uses XAR (eXtensible ARchiver) 
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Reference: 

Brett, Matthew (n.d.) ‘OS X Flat packages’, [online], Available: 

http://matthew-brett.github.io/docosx/flat_packages.html [2015-03-27] 
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Metapackage – 
MacDefender 
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MacDefender 

 Also known as MacSecurity, MacProtector, Mac* 

 Distributed through malicious websites that appear at 
the top of Google search results (via SEO poisoning) 

 Pretends to find malwares on users’ system to scare 
them into ‘buying’ 

 Opens pornographic websites to convince users that 
they are infected 

 Part of a multiplatform attack 

 Spawned 5 variants in the first week alone 
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MacDefender 
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Package – Mac QHost 
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Mac QHost 
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Flat package – 
Flashback 
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Flashback 

 Next evolution of Mac QHost 

 Hijacks Google search results for click fraud 

 Spreads by masquerading as a Flash Player installer 

 Later variants spread by exploiting unpatched 
vulnerability in Java 

 Infected more than 650K Macs in 2012 

 Gatekeeper introduced to OS X Mountain Lion on July 
2012 and to OS X Lion on September 2012 

26 



“We are dealing with what is 
probably the biggest 

outbreak since Blaster 
struck the Windows world 

all the way back in the 
summer of 2003” 

 
OxCERT (2012) 
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Flashback 

 VB2012 Presentation 

 https://www.youtube.com/watch?v=ReWKPVLibZ4 

 VB2012 Paper 

 http://www.f-secure.com/weblog/archives/Aquilino-
VB2012.pdf 

28 

https://www.youtube.com/watch?v=ReWKPVLibZ4
https://www.youtube.com/watch?v=ReWKPVLibZ4
http://www.f-secure.com/weblog/archives/Aquilino-VB2012.pdf
http://www.f-secure.com/weblog/archives/Aquilino-VB2012.pdf
http://www.f-secure.com/weblog/archives/Aquilino-VB2012.pdf
http://www.f-secure.com/weblog/archives/Aquilino-VB2012.pdf
http://www.f-secure.com/weblog/archives/Aquilino-VB2012.pdf
http://www.f-secure.com/weblog/archives/Aquilino-VB2012.pdf


Gatekeeper 
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Gatekeeper 
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Kumar in the Mac 
(KitM) 

 Also known as Hackback and FileSteal 

 Digitally signed by Rajinder Kumar hence the name 

 Distributed through email attachments containing 
Application bundles that are posing as documents and 
media files 

 Takes screenshot, collects files and/or download 
additional payload depending on the variant 

 Used in APT attacks tied to Operation Hangover 
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codesign 
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DTrace 

 Stands for ‘Dynamic Tracing’ 

 Achieved by inserting ‘probes’ to strategic locations in 
the OS and the application code 

 Written in the ‘D Language’ 
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Reference: 

Dalrymple, Mark (2013) ‘Hooked on Dtrace, part 1’, [online], Available: 

https://www.bignerdranch.com/blog/hooked-on-dtrace-part-1/ [2015-03-30] 
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DTrace 
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Provider 

Module 

Function 

Name 



tcpdump 

35 



Pintsized 

 Highly suspected to be the payload used in the security 
breach of the Internet giants Twitter, Facebook, Apple 
and Microsoft during early 2013 

 Information is scarce but if correct, then the malware 
was distributed through a watering hole attack (via the 
iPhoneDevSDK website) exploiting a 0-day Java 
vulnerability 

 No actual samples but just one line Perl scripts or 
commands for launchd to open a reverse shell 
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Pintsized 
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Knock Knock 
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WireLurker 



WireLurker 

 Also known as Machook 

 Distributed through trojanized application found in the 
Maiyadi App Store 

 Monitor for connected iOS devices via USB 

 Collect information about the device 

 Install apps to the device. Uses enterprise 
provisioning for non-jailbroken devices. 
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Other Commands 

 Dump printable strings 

 strings - -n <min string length> <filename> 

 List IP sockets 

 lsof -i -n -P 

 Monitor system calls 

 fs_usage -w -f <mode> 
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Read Carefully =) 
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